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import java.rmi.*;
public interface Hello extends java.rmi.Remote
{

String sayHello() throws RemoteException;
MessageObject getMessageObject() throws RemoteException;

}
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import java.rmi.*;
import java.rmi.server.*;
public class HelloImpl extends UnicastRemoteObject

implements Hello, Unreferenced
{

public HelloImpl() throws RemoteException
{ super();
}
public String sayHello() throws RemoteException
{ return "Hello!";
}
public MessageObject getMessageObject() 

throws RemoteException
{ return new MessageObjectImpl();
}
[to be continued…]
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public void unreferenced()
{ System.out.println( "HelloImpl: Unreferenced" );
}
public void finalize() throws Throwable
{ super.finalize();

System.out.println( "HelloImpl: Finalize called" );
}
} // class HelloImpl
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import java.io.*;
import java.rmi.server.*;
public interface MessageObject extends java.rmi.Remote
{ 

int getNumberFromObject() throws 
java.rmi.RemoteException;

int getNumberFromClass() throws 
java.rmi.RemoteException;

}
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public class MessageObjectImpl extends UnicastRemoteObject
implements MessageObject, Unreferenced

{
static  int number = 0;
static int totalNumber = 0;
private int objNumber;
public MessageObjectImpl() throws RemoteException
{

objNumber = ++number;
totalNumber++;
System.out.println( "MessageObject: 

Class Number is #" + totalNumber + 
" Object Number is #" +  objNumber );

}
public int getNumberFromObject()
{

return objNumber;
}

[to be continued…]
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public int getNumberFromClass()
{ return totalNumber;
}

public void finalize() throws Throwable
{ super.finalize();
totalNumber--;
System.out.println( "MessageObject: Finalize for

object #: " + objNumber );
}
public void unreferenced()
{
System.out.println( "MessageObject: Unreferenced for 

object #: " + objNumber );
}
} // class MessageObjectImpl
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import java.net.*;
import java.io.*;
import java.rmi.*;
import java.rmi.server.*;
import java.rmi.registry.LocateRegistry;
public class RMIServer
{ private static final int PORT = 10007;

private static final String HOST_NAME = "…";
private static RMIServer rmi;

public static void main ( String[] args )
{
try
{
rmi = new RMIServer();

}
[to be continued…]
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catch ( java.rmi.UnknownHostException uhe )
{ System.out.println( "The host computer name you 

have specified, " + HOST_NAME + " does not 
match your real computer name." );

}
catch ( RemoteException re )
{ System.out.println( "Error starting service" );
System.out.println( "" + re );

}
catch ( MalformedURLException mURLe )
{ System.out.println( "Internal error" + mURLe );
}
catch ( NotBoundException nbe )
{ System.out.println( "Not Bound" );
System.out.println( "" + nbe );

}
}// main

[to be continued…]
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public RMIServer() throws RemoteException,
MalformedURLException, NotBoundException

{
LocateRegistry.createRegistry( PORT );
System.out.println( "Registry created on host computer" + 

HOST_NAME + " on port " + Integer.toString(PORT) );
Hello hello = new HelloImpl();
System.out.println( "Remote Hello service 

implementation object created" );
String urlString = "//" + HOST_NAME + ":" +

PORT + "/" + "Hello";
Naming.rebind( urlString, hello );
System.out.println( "Bindings Finished, waiting for 

client requests." );
}

}  // class RMIServer
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import java.util.Date;
import java.net.MalformedURLException;
import java.rmi.*;
public class RMIClient
{ private static final int PORT = 10007;

private static final String HOST_NAME = "name";
private static RMIClient rmi;
public static void main ( String[] args )
{ rmi = new RMIClient();
}
public RMIClient()
{ try

{
Hello hello = (Hello)Naming.lookup( "//" + 
HOST_NAME + ":" + PORT + "/" + "Hello" );

[to be continued…]
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System.out.println( "HelloService lookup successful" );
System.out.println( "Message from Server: " + 

hello.sayHello() );
MessageObject mo;

for ( int i = 0; i< 1000; i++ )
{

mo = hello.getMessageObject();
System.out.println( "MessageObject: Class 

Number is #" + mo.getNumberFromClass() + 
" Object Number is #" +  

mo.getNumberFromObject() );
mo = null;
Thread.sleep(500);

}
}
catch ( Exception e){System.out.println(e);}

}
}  // class RMIClient
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Per questo esempio, la nostra RMI socket factory creerà
socket che useranno la crittografia XOR 

�������



30

�������,�/������%&'�$�)��������(

� 4�������������������	�����������		��E �������������
������

�
������
������
���������
�����
�����������		�������������

�������
���������
����������
�������������	��������������

JJLL

� '���)��K�%���
���
��������������������
�����
�����

����������
���������� ������
����������������������������������

��)��



31

XorInputStream

import java.io.*;
public class XorInputStream extends FilterInputStream
{ private final byte pattern;

public XorInputStream(InputStream in, byte pattern) 
{ super(in);

this.pattern = pattern;
}

public int read() throws IOException
{ int b = in.read();

if (b != -1)
b = (b ^ pattern) & 0xFF;

return b;
}

[to be continued…]
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XorInputStream

public int read(byte b[], int off, int len) 
throws IOException

{ int numBytes = in.read(b, off, len);
if (numBytes <= 0)

return numBytes;
for(int i = 0; i < numBytes; i++) 

b[off + i] = (byte)((b[off + i] ^ pattern)& 0xFF);        
return numBytes;

}
} // class XorInputStream
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XorOutputStream

import java.io.*;
public class XorOutputStream extends FilterOutputStream
{ private final byte pattern;

public XorOutputStream(OutputStream out, byte pattern) 
{ super(out);

this.pattern = pattern;
}

public void write(int b) throws IOException
{ out.write((b ^ pattern) & 0xFF);
}

}
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XorServerSocket

import java.io.*;
import java.net.*;
public class XorServerSocket extends ServerSocket
{ private final byte pattern;

public XorServerSocket(int port, byte pattern) 
throws IOException

{ super(port);
this.pattern = pattern;

}

public Socket accept() throws IOException
{ Socket s = new XorSocket(pattern);

implAccept(s);
return s;

}
}
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XorSocket

import java.io.*;
import java.net.*;
public class XorSocket extends Socket 
{ private final byte pattern;

private InputStream in = null;
private OutputStream out = null;

public XorSocket(byte pattern)
throws IOException

{ super();
this.pattern = pattern;

}

public XorSocket(String host, int port, byte pattern)
throws IOException

{ super(host, port);
this.pattern = pattern;

}
[to be continued…]
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XorSocket

public synchronized InputStream getInputStream() 
throws IOException

{ if (in == null) 
in = new XorInputStream(super.getInputStream(), 

pattern);
return in;

}

public synchronized OutputStream getOutputStream() 
throws IOException

{ if (out == null) 
out = new XorOutputStream(super.getOutputStream(), 

pattern);
return out;

}
} // class XorSocket
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XorClientSocketFactory

import java.io.*;
import java.net.*;
import java.rmi.server.*;
public class XorClientSocketFactory

implements RMIClientSocketFactory, Serializable
{ private final byte pattern;

public XorClientSocketFactory(byte pattern) 
{ this.pattern = pattern;
}

public Socket createSocket(String host, int port)
throws IOException

{ return new XorSocket(host, port, pattern);
}
[to be continued…]
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XorClientSocketFactory

public int hashCode() 
{ return (int) pattern;
}
public boolean equals(Object obj) 

{ return (getClass() == obj.getClass() &&
pattern == ((XorClientSocketFactory) 

obj).pattern);
}

} //class XorClientSocketFactory
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XorServerSocketFactory

import java.io.*;
import java.net.*;
import java.rmi.server.*;
public class XorServerSocketFactory

implements RMIServerSocketFactory
{

private byte pattern;
public XorServerSocketFactory(byte pattern) 
{ this.pattern = pattern;
}

public ServerSocket createServerSocket(int port)
throws IOException

{ return new XorServerSocket(port, pattern);
}
public int hashCode() {[Same as client]}
public boolean equals(Object obj) {[Same as client]}

}
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interface Hello e HelloImpl

public interface Hello extends java.rmi.Remote
{ String sayHello() throws java.rmi.RemoteException;
}

import java.io.*;
import java.rmi.*;
import java.rmi.server.*;
import java.rmi.registry.*;
public class HelloImpl implements Hello 
{ public HelloImpl() {}

public String sayHello() 
{ return  "Hello World!";
}
public static void main(String args[]) 
{ System.setSecurityManager(new SecurityManager());

[to be continued…]
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HelloImpl
byte pattern = (byte) 0xAC;

try 
{ HelloImpl obj = new HelloImpl();

RMIClientSocketFactory csf = 
new XorClientSocketFactory(pattern);

RMIServerSocketFactory ssf = 
new XorServerSocketFactory(pattern);

Hello stub = (Hello) UnicastRemoteObject.
exportObject(obj, 0, csf, ssf);

LocateRegistry.createRegistry(2002);
Registry registry = LocateRegistry.getRegistry(2002);
registry.rebind("Hello", stub);
System.out.println("HelloImpl bound in registry");

} 
catch (Exception e) {}
}

} //class HelloImpl
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HelloClient
import java.rmi.*;
import java.rmi.registry.*;
public class HelloClient
{ public static void main(String args[]) 

{ System.setSecurityManager(new SecurityManager());
try 

{ Registry registry = 
LocateRegistry.getRegistry(2002);

Hello obj = (Hello) registry.lookup("Hello");
String message = obj.sayHello();
System.out.println(message);

} 
catch (Exception e) 
{ System.out.println("HelloClient exception: " 

+
e.getMessage());
e.printStackTrace();

}
}

}
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